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ABSTRACT

Blockchains, which have been most significantly utilized by the
technology, media, and telecommunication industry (TMT) and the
financial sector, amassed global attention in the 2010s. This surging
popularity may, however, cause the public to overlook the core
characteristics of blockchain technology, and to consequently be
unaware of the inherent risks at play when engaging with blockchains.

Simply put, blockchain technology is an information storing
technology that can be utilized in various ways, such as services to
facilitate cryptocurrency exchanges and smart contracts. The recent
widespread use of blockchain technology by unique parties has raised
questions of how to deal with the regulatory issues specific to the
blockchain industry. This Note first identifies the significant parties in
the blockchain and smart contract industry. This identification is
crucial in determining the potential liabilities that could attach to each

party.

Moreover, this Note recognizes that with greater use come greater
issues. Recently, international and domestic jurisdictions have taken
differing stances on regulatory frameworks to address the issues posed
by blockchain technology. By virtue of the parties identified, this Note
seeks to analyze the distinct approaches in determining the potential
liabilities that should attach to blockchain administrators and its
operatives to provide users and investors with better protections in
light of recent events.
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University of New York at Geneseo, 2016. Thank you to everyone at the Fordham
Journal of Corporate & Financial Law and Professor Mark Patterson for their valuable
contributions in developing this Note. This Note is dedicated to my parents, James and
Junghee An, and my sister, Jennifer An, for their special support throughout my life.
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Blockchain users, its operatives, and participatory nodes are
vulnerable to systemic failures, hacks, and errors that may have no
available means for remedy. Despite the difficulties of advocating for
regulation of the blockchain industry, this Note advocates for some
degree of centralization, which should be an essential component of
the regulation required to properly protect the involved parties and to
allow growth in the industry.
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INTRODUCTION

Blockchains may completely change the way businesses operate; in
fact, blockchains have begun to be implemented by more financial
institutions and other commercial companies.! This widespread
implementation may be due to the diverse applications available to
business operations and the expected advantages resulting from such use
in practice.” This emerging industry will heavily influence the global
economy in the next few decades.® The blockchain industry is estimated
to accumulate revenues of over $23.3 billion by the end of 2023.%
However, the regulatory framework has yet to be formulated and
“blockchain business development continues to outpace the regulatory
process.”

Although blockchains have been in use for over a decade, the
difficulty in unifying the regulatory framework remains due to the legal

1. See generally DEBEVOISE & PLIMPTON LLP, BLOCKCHAIN 2018 YEAR-IN-
REVIEW (Feb. 14, 2019), https://www.debevoise.com/insights/publications/2019/02/
blockchain-2018-year-in-review [https://perma.cc/S6EK-JTSY] [hereinafter
DEBEVOISE].

2. Id. Some applications include “physical asset traceability, clinical supply chain,
global trade finance, cross-border payments and remittances, post-trade processing to
voting and digital identity.” DELOITTE, DELOITTE’S 2019 GLOBAL BLOCKCHAIN SURVEY:
BLOCKCHAIN GETS DOWN TO BUSINESS (2019), https://www?2.deloitte.com/
content/dam/Deloitte/se/Documents/risk/DI_2019-global-blockchain-survey.pdf
[https://perma.cc/A3A9-EEWW] [hereinafter DELOITTE’S BLOCKCHAIN SURVEY].

3. Shanhong Liu, Blockchain Technology Market Size Worldwide, STATISTICA
(Aug. 9, 2019), https://www.statista.com/statistics/647231/worldwide-blockchain-
technology-market-size/  [https://perma.cc/W87P-42SY]. See also DELOITTE’S
BLOCKCHAIN SURVEY,
supra note 2.

4. Liu, supra note 3, at 1.

5. Mary Thibodeau, Self' Regulation Goes Global for Blockchain Companies,
HEDGETRADE (Feb. 23, 2019), https://hedgetrade.com/blockchain-companies-try-self-
regulation/ [https://perma.cc/TSPN-AXRN].
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implications of its use.® Known legal processes may not fit the needs of
the blockchain industry due to blockchain’s decentralized nature and the
broad scope of its new uses.” Thus, effective regulation would need to
take the unpredictable nature of blockchain into account.® For example,
self-regulatory bodies encourage decentralization and technological
advancements,’ whereas government agencies support stricter regulatory
frameworks to reduce the risk of money laundering and fraud.!® Since
blockchains are used internationally, countries around the world are
experiencing similar issues.!!

An appropriate regulatory framework would give users and investors
better protections by requiring parties to blockchain relationships and
blockchain platforms to (1) establish control measures to authenticate the
identity of financing users; (2) create a team of information technology
(IT) specialists to oversee platform activity and provide users with
complete and honest performance reports; (3) implement security systems
that track abnormal activities (such as exchange hacking'? or bugs in the
system), comply with breach notification requirements, and permit write-
in exceptions to reverse breach of theft in transactions, contracts, or
information based on the magnitude of the breach; and (4) provide cyber
insurance policies to all users and inform users of the risks associated with
platform participation. Programmers should be subject to reporting
requirements for identifying deceptive practices, training programs to

6. See DEBEVOISE, supra note 1, at 1.

7.  GoV’T OFF. FOR SCI., DISTRIBUTED LEDGER TECHNOLOGY: BEYOND BLOCK
CHAIN 6 (Jan. 19, 2016), https://assets.publishing.service.gov.uk/government/uploads/
system/uploads/attachment data/file/492972/gs-16-1-distributed-ledger-technology.pdf
[https://perma.cc/H3U2-JAER] [hereinafter DISTRIBUTED LEDGER TECHNOLOGY].

8. Seeid.

9. Andrej Zwitter & Jilles Hazenberg, Decentralized Network Governance:
Blockchain Technology and the Future of Regulation, FRONTIERS IN BLOCKCHAIN
(March 25, 2020), https://www.frontiersin.org/articles/10.3389/fbloc.2020.00012/full
[https://perma.cc/T7Y4-CGP].

10. Matthew E. Kohen & Justin S. Wales, State Regulations on Virtual Currency
and Blockchain Technologies, CARLTON FIELDS 2, 4, 10 (Aug. 29, 2019),
https://www.carltonfields.com/insights/publications/2018/state-regulations-on-virtual-
currency-and-blockchain-technologies [https://perma.cc/D478-CPHT].

11.  See DEBEVOISE, supra note 1, at 1, 6, 20.

12. “An ‘exchange hack’ is theft of cryptocurrencies by malicious actors, otherwise
known as hackers.” See Jake Frankenfield, Bitcoin Exchange, INVESTOPEDIA (Dec. 2,
2019), https://www.investopedia.com/terms/b/bitcoin-exchange.asp [https://perma.cc/
CB6L-M2RQ)].
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detect abnormal activity on blockchains, and coding practices that
promote accuracy and coherence. Users must be informed of the risks
involved in using blockchains—including the theft of information or
cryptocurrency and the harm resulting thereof—and users should be
insured to allow for recovery of harms.

This Note acknowledges the difficulties of regulating the blockchain
industry. Nonetheless, blockchain users, its operatives, and participatory
nodes are vulnerable to systemic failures, hacks, and errors that may have
no available means for remedy. Some degree of centralization should be
an essential component of blockchain regulation to properly protect the
parties involved and to allow growth in the industry. Part I describes the
nature of blockchain technology and identifies the parties involved in the
industry. Part II discusses how current events illustrate the need for
effective blockchain regulation and looks at the effect that regulations in
other areas—including securities—have on blockchain. Part III first
outlines the limitations in the current industry and advocates for some
degree of centralization, and ultimately proposes a general regulatory
framework. To provide users and investors with better protections, this
framework suggests attaching liability to blockchain administrators and
its operatives.

I. AN OVERVIEW OF THE BLOCKCHAIN AND SMART CONTRACT
INDUSTRY

Part I of this Note is organized into three sections that illustrate the
idiosyncrasies of the industry. The first section introduces blockchains
and smart contracts and the novel functions of their technology. The
second section attempts to identify the parties using blockchain. Due to
the decentralized nature of blockchains, certain categories of parties may
overlap, which may pose difficult regulatory issues. The third section
focuses on domestic interests of the federal and state courts and identifies
dominant regulatory actors that seek to acquire central control—or at least
substantial influence—over the industry’s regulatory developments in the
United States. It then discusses the regulatory attempts made abroad by
foreign actors and the practical and economic implications of such
attempts.
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A. INTRODUCTION TO BLOCKCHAIN AND SMART CONTRACTS

Blockchains are frequently outsourced and utilized by differing
platforms.'* Some platforms, such as Bitcoin, provide quick and ecasy
transactions, while others, like Ethereum, enable the formation of
contracts.'* But as these platforms are gaining usership, many fail to
understand the implications of the underlying technology.!> While
blockchain is commonly misconstrued to be exclusively financial, due in
part to the prevalence of currencies like Bitcoin,'® a blockchain is a de
facto information storing device that operates at the hand of a hashing
system.'” An expansive range of information can be encrypted and
recorded onto the blockchain, such as the details of financial transactions,
terms of smart contracts, or raw data.'® This capability is a foundational
pillar of blockchain technology, which goes far beyond its mainstream
recognition.!

The hashing system allows a block, illustratable as a “container data
structure,”” to be attached to and recorded on a list of existing, verified
blocks as soon as the block is verified by the first mining pool.?! A mining

13.  See DISTRIBUTED LEDGER TECHNOLOGY, supra note 7, at 4-6, 8, 9, 34-35, 57.
A blockchain is an information storing technology, comprised of unique blocks with
recorded information about transactions. Companies use or administer blockchain
technology for transactional services, such as cryptocurrency exchange platforms.

14.  See Anthony Back, What’s the Difference Between Blockchain & Distributed
Ledger Technology, BLOCKCHAIN REV. 3—4 (Feb. 25, 2019), https://medium.com/
blockchain-review/whats-the-difference-between-blockchain-distributed-ledger-
technology-19407f2¢2216 [https://perma.cc/U2DR-H52C].

15.  Megan Ray Nichols, 10 Common Blockchain Misconceptions, SCHOOLED BY
SCIENCE 2, 4-5, 7 (Jun. 21, 2018), https://schooledbyscience.com/10-common-
blockchain-misconceptions/ [https://perma.cc/LAPN-FU7Y].

16. Id. at4.

17.  Mark R. Patterson, Blockchain Conceptual Primer, LINKEDIN 1-2 (June 28,
2018), available at https://www.linkedin.com/pulse/blockchain-conceptual-primer-
mark-r-patterson/.

18.  See Back, supra note 14, at 2-3.

19.  See DISTRIBUTED LEDGER TECHNOLOGY, supra note 7, at 6, 9; see also Patterson,
supra note 17.

20. Damien Cosset, Blockchain: What is in a Block?, DEV (Dec. 27, 2017),
https://dev.to/damcosset/blockchain-what-is-in-a-block-48jo  [https://perma.cc/9Z9X-
BEAN].

21.  See Mehrdad Nojoumian, Arash Golchubian, Laurent Njilla, Kevin Kwiat, &
Charles Kamhoua, Incentivising Blockchain Miners to Avoid Dishonest Mining
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pool is a “joint group of cryptocurrency miners who combine their
computational resources over a network.”?? Each block comprises a
header, a list of transactional details, and a cryptographic hash—an
inimitable identifier used to designate a particular block.?* The transaction
list identifies the miner who confirmed that particular block by its
cryptographic address.>* A miner is an individual user who actively
participates on a blockchain by verifying and adding transactions to a
public ledger.? The list also discloses that particular miner’s transactional
history, including the number of transactions the miner has participated
in, the amount of blockchain sent and received from its address over time,
and the current balance of its particular address.?® Once a block is
recorded onto the blockchain, the information incorporated therein is
immutable and thus, cannot be erased or altered.?’

A smart contract is a “self-enforcing” agreement that is managed by
blockchain technology.?® The smart contract consists of predetermined
terms that are embedded in computer codes.?” When two parties are in
agreement on a smart contract, for example, the parties perform their
contractual obligations, instantly triggering the execution of the contract,
i.e., the transfer of money at a predetermined time or event.’® By virtue of
the underlying blockchain-management system, the stipulated terms
cannot be altered and the contract cannot be expunged or modified.3!

Strategies by a Reputation-Based Paradigm, ADVANCES IN INTELLIGENT SYSTEMS AND
COMPUTING 1 (Sept. 8, 2017), http://faculty.eng.fau.edu/nojoumian/Files/
Publication/MRepSR.pdf [https://perma.cc/26UA-MTIM].

22. Jake Frankenfield, What is a Mining Pool?, INVESTOPEDIA (Nov. 10, 2019),
https://www.investopedia.com/terms/m/mining-pool.asp [https://perma.cc/WIPX-
7QBL].

23.  Cosset, supra note 20. What are Cryptocurrency Miners? How does
Cryptocurrency Mining Work?, ETHOS (Mar. 2020), https://www.ethos.io/what-are-
miners-cryptocurrency-mining [https://perma.cc/3UVY-HWSJ].

24.  See Cosset, supra note 20, at 5.

25.  Seeid.

26.  See id.; see also Patterson, supra note 17.

27.  See DISTRIBUTED LEDGER TECHNOLOGY, supra note 7, at 80, 83.

28.  See Shermin Voshmgir, Smart Contracts, BLOCKCHAINHUB BERLIN 1 (July
2019), https://blockchainhub.net/smart-contracts/ [https://perma.cc/PGW9-XIJWU].

29.  Seeid.

30. Osman Gazi Gugiitiirk, Smart Contracts and Legal Challenges, MEDIUM (Aug.
2018), https://medium.com/@ogucluturk/smart-contracts-and-legal-challenges-
1dcf306b98b8 [https://perma.cc/66D3-ZTD6].

31, Seeid.
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B. PARTIES IN THE INDUSTRY

The decentralized nature of blockchain technology is largely
responsible for its accumulating success. Blockchain-related interactions
are generally between dispersed, remote, and, for the most part,
anonymous parties—despite public disclosure of miner information in
blocks. Some scholars consider decentralization to be the essence of
blockchain use and contend that its protection is imperative to uphold the
proper operation of blockchains.?? Others disagree and contemplate the
risks associated with this specific aspect of blockchains in light of new
and unfamiliar circumstances.** This section identifies the different types
of parties and categorizes them according to their respective goals. The
parties of the blockchain industry fall into three broad categories:
blockchain users, its operatives, and its participating nodes.

1. Blockchain Users

Blockchain users are predominantly companies. There are three
types of companies that typically use blockchain; they are distinguished
by the their (i) underlying purpose of implementing the blockchain, (ii)
actual operational use of blockchain, and (iii) the service provided to end-
users.

a. Blockchain Companies

A blockchain company refers to an entity that uses blockchain
technology to encrypt its own sensitive and valuable information for
storage, data analysis, or market strategy.** In place of the conventional
record-keeping process—which requires paper, storage space, and

32. Marcella Atzori, Blockchain Technology and Decentralized Governance: Is the
State  Still  Necessary? (Dec. 1, 2015), https://ssrn.com/abstract=2709713
[https://perma.cc/KASL-V2HN]; see also Hossein Nabilou, How to Regulate Bitcoin?
Decentralized Regulation for a Decentralized Cryptocurrency, INT'LJ. L & INFO. TECH.
(Jan. 2019), available at https://www.researchgate.net/publication/

332733039 How_to Regulate Bitcoin Decentralized Regulation for a
Decentralized_Cryptocurrency.

33.  Aaron Wright & Primavera De Filippi, Decentralized Blockchain Technology
and the Rise of Lex Cryptographia (Mar. 10, 2015), https://papers.ssrn.com/
sol3/papers.cfm?abstract id=2580664 [https://perma.cc/NBS7-R7VX].

34.  See generally DISTRIBUTED LEDGER TECHNOLOGY, supra note 7.
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periodic filing—companies may implement blockchain technology for
overall efficiency in information storage and data analysis.>> These
companies incorporate the use of a permissioned ledger, which allows the
blockchain administrator to select a handful of trusted actors to check the
ledger’s shared record.*® This limited consensus process requires digital
signatures to be viewable by all permitted parties for new records to be
authenticated.’’

b. Blockchain Platforms

A blockchain platform (“platform”) employs blockchain technology
to provide users with an interactive platform and a particular service.
These platforms employ an unpermissioned ledger, which invites anyone
to access and contribute to the ledger.’*® Unlike permissioned ledgers,
these ledgers do not have a single owner and “cannot be owned.”*’ This
system provides users with a public and verifiable way to maintain the
ledger’s record by majority consensus of the network.*!

There are single-use public blockchains and multi-use public
blockchains.*> A single-use public blockchain is a public blockchain
network.* For example, Bitcoin provides one specific function for
payments and value storage: peer-to-peer (P2P) electronic payments.** A
multi-use public blockchain can be both a public network and a developer
network.* For example, Ethereum enables developers to build and deploy
other decentralized applications (“dApps”), such as Bitcoin and EOS, to
write and execute smart contracts.*

35. Seeid. at5, 77, 80.

36. Id. at7.

37. Id. at5.

38. Seeid. at17.

39. Id.

40. Id.

41.  See id.

42.  Id.

43.  Back, supra note 14.
44.  Id.

45.  Id.

46. Id.
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2. Blockchain Operatives

The blockchain industry requires a large base of experts who can
adeptly operate the blockchain. These experts are distinguishable by the
specific tasks they undertake.

a. Developers

A developer is a highly skilled programmer with an in-depth
understanding of how blockchains work, who creates and updates
blockchain software applications.*” As developers continuously strive to
develop more advanced software and technology to improve the security
and efficiency of the blockchain system, groups of developers may create
software applications to help with this task.*® Software developments and
updates require market research, data analysis, and coding
experimentation.* Developers supervise the network and constantly
experiment with existing data structures, such as merkle trees, to meet
their personal network requirements.’”® These data structures are then
applied with advanced cryptography to create blockchain systems with
improved designs and greater security.>!

b. Programmers

Programmers use blockchain technology to develop and create
interactive interfaces for dApps.’? In the context of smart contracts,
programmers are increasingly relied on to provide dApps with legal
templates and contractual terms that allow users to build and deploy their
own smart contracts.> Programmers can also be miners, as discussed in

47.  See Paul Aryya, How to Become a Blockchain Developer? Types, Roles and
Skills, EDUREKA (May 22, 2019), https://www.edureka.co/blog/how-to-become-
blockchain-developer/ [https:/perma.cc/U9GT-8Z4P].

48.  See id.; see also Blockchain Technology Market Size, Share, & Trends Analysis
Report, GRAND VIEW RESEARCH (July 2019), https://www.grandviewresearch.com/
industry-analysis/blockchain-technology-market [https://perma.cc/L2RY-45Q7].

49.  Id.;see also Blockchain Developer: Salary & Job Description, STUDY.COM (Apr.
25, 2018), https://study.com/articles/blockchain_developer
_salary_job_description.html [https://perma.cc/9PDP-5JLH].

50. Id.
51. Id.
52. Id.

53.  See Voshmgir, supra note 28.
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Section B.3 below.** Notably, however, while miners verify and confirm
blocks, they do not typically contribute to the actual codes.*

3. Participating Nodes

Platforms attract two types of “participating nodes,” namely,
computers run by miners and users.>® Each node elects to participate on a
platform due to the advantages provided by blockchains, such as reduced
time and costs.>’

a. Individual Users

Individual users (“users’) are members of the public who participate
on a platform.’® A user can be a party holding digital wallets or a party to
a smart contract.’® These parties utilize the service of platforms to
generate income or to access their information.®® Users are attracted to
platforms due to their quick financial returns, guaranteed security, and
sheltered privacy.®!

In addition, a user may have a financing purpose.®? A financing user
is an entity—such as an individual or corporation—that generates revenue
by publicly seeking investments.®® In cryptocurrency exchange platforms,
a financing user can “advertise” a company on the platform and issue
initial coin offerings (ICOs) or offer similar investment opportunities in
order to acquire financing investments.*

54.  See DISTRIBUTED LEDGER TECHNOLOGY, supra note 7.

55. Id.

56. Id.; see also Luke Fortney, Bitcoin Mining, Explained, INVESTOPEDIA (Nov. 6,
2019), https://www.investopedia.com/terms/b/bitcoin-mining.asp [https://perma.cc/
4FP7-NPKX].

57. DISTRIBUTED LEDGER TECHNOLOGY, supra note 7.

58. Id.
59. Id.
60. Id
61. Id
62. Id

63.  See Initial Coin Offerings (ICOs), SEC. EXCH. COMM’N (Apr. 11, 2019),
https://www.sec.gov/ICO [https://perma.cc/8SJE-4NZN].

64. See id.; see also Jake Frankenfield, Initial Coin Offering, INVESTOPEDIA
(Now. 2019), https://www.investopedia.com/terms/i/initial-coin-offering-ico.asp
[https://perma.cc/K7R4-T6FC].
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b. Miners

A miner is a user who is not employed by a particular entity but
actively participates on platforms by coding its own transactions and
encryptions onto blockchains. A miner presumably holds sufficient
experience in coding, has a high degree of financial proficiency, and
possesses a solid understanding of blockchains,® such that a miner could
partake in more advanced modes of effecting financial transactions.®
Miners also have the computational capabilities, including the power and
software required to participate in transactions.®’

Miners can be further distinguished as ‘“honest miners” and
“dishonest miners.”®® A dishonest miner hacks transactions, or even the
blockchain itself, to steal money or information. Because blockchain
activity is verified and established by the miners, the collective efforts of
honest miners can impede the actions of dishonest miners before any harm
is incurred.®

C. THE CURRENT REGULATORY STATE OF THE BLOCKCHAIN INDUSTRY

There are many moving parts in the blockchain and smart contract
industry, creating issues that need to be addressed, such as the varying
treatment of transactions by the legal and financial sector, the potential
for business opportunities combined with market regulatory concerns,
and the ability to manipulate blockchain technology to make illegal
activities, such as money laundering, more difficult to detect.”
Consequently, self-regulatory bodies, agencies, and federal and state

65.  See Russell Brandom, Why the Ethereum Classic Hack is a Bad Omen for the
Blockchain, THE VERGE (Jan. 9, 2019), https://www.theverge.com/2019/1/9/18174407/
ethereum-classic-hack-51-percent-attack-double-spend-crypto [https://perma.cc/B227-
MA4BUY; see also ETHOS, supra note 23.

66.  See Brandom, supra note 65; see also ETHOS, supra note 23.

67. Brandom, supra note 65.

68.  Patterson, supra note 17.

69. Id
70. Irena Asmundson & Ceyda Oner, What Is Money?, INT’L MONETARY FUND
(Sept. 2012), https://www.imf.org/external/pubs/ft/fandd/2012/09/basics.htm

[https://perma.cc/BX2H-CE9]]. See generally Matthew E. Kohen & Justin S. Wales,
State Regulations on Virtual Currency and Blockchain Technologies, CARLTON FIELDS
(Aug. 29, 2019), https://www.carltonfields.com/insights/publications/2018/state-
regulations-on-virtual-currency-and-blockchain-technologies  [https://perma.cc/6M37-
XX3V].
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courts currently approach the regulation of virtual currencies and
blockchain technology with distinct perspectives.”! The Virtual
Commodities Association (VCA), a self-regulatory body comprising the
industry’s well-known organizations, believes blockchains should not be
heavily regulated by governments and agencies and, instead, monitored
for standard cryptocurrency trading patterns.”? On the other hand, some
states have attempted to treat all virtual currency operators as traditional
money transmitters, which are covered by a restrictive regulatory
framework under the Financial Crime Enforcement Network (FinCEN).”
In addition, the New Y ork State Department of Financial Services created
“BitLicense,” which requires all businesses related to transactions
involving any form of virtual currency to obtain a license from the state
in a stringent application process that includes “significant operational
burdens.””* In addition to reducing the risk of money laundering and
fraud, regulators seek to safeguard the system against risks and market
failure.”

Although not comprehensive, foreign countries may be ahead in
framing the blockchain industry’s regulation. The National Diet of Japan
amended the Settlement Act and the Financial Instruments and Exchange
Act (“FIEA”) to require all Japanese cryptoexchanges and startups
issuing a coin or token to comply with registration and disclosure
requirements.”® The new regulations aim to decrease fraud in the market
by forcing providers to be accountable for exchange risks and ensuring
reimbursement for certain user losses.”’ In Canada, new regulations target

71, Id

72.  Jordan French, Can Self-Regulation Help Save the Cryptocurrency Market?,
THE STREET (Sept. 12, 2018), https://www.thestreet.com/investing/bitcoin/self-
regulation-cryptocurrency-market-14696015 [https://perma.cc/SWV5-2WB7].

73. Kohen & Wales, supra note 10.

74. Id.; see also Sarah H. Brennan, Contortions for Compliance. Life Under New
York’s BitLicense, COINDESK (Jan. 22, 2018), https://www.coindesk.com/contortions-
compliance-life-new-yorks-bitlicense [https://perma.cc/WZ79-AU2T?type=image].

75.  See DISTRIBUTED LEDGER TECHNOLOGY, supra note 7.

76.  See Makoto Koinuma, Koichiro Ohashi, & Yukari Sakamoto, New Regulations
in Japan on Security Token Offerings, GREENBERG TRAURIG (July 24, 2019),
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those who are “engaged in the business of dealing in virtual currencies”
by classifying domestic and foreign crypto platforms as money servicing
business, which are required to implement compliance programs, register
with the Financial Transactions and Reports Analysis Centre
(FINTRAC), and to report any transaction valued over $10,000 in
cryptocurrency with the transaction’s details and the sender’s identity.’®
Due to the infancy of these regulations, it is not yet certain how effective
these regulatory attempts will be.”

I1. THE POTENTIAL LIABILITIES OF PARTIES IN THE INDUSTRY

Blockchains allow platforms to provide users with opportunities to
invest, contract, and store information.® In a perfect world, these
opportunities are successful transactions.®! However, in reality, a party
may be harmed if the blockchain “fails.” Blockchain “fails” may occur
when “bugs” are embedded in the blockchain by manipulative users when
they detect vulnerabilities in the system.®? Dishonest miners can hack and
manipulate the blockchain to steal information or money.

In the event of harm, a party may be uncertain of the available means
to seek remedies under current regulations, as they do not outline the
responsibilities of the parties. At first glance, it may seem obvious that
users should be reimbursed for losses due to no fault of the user, such as
thefts by dishonest miners. However, because of the decentralized nature
of blockchain, the user may not be able to hold the miner responsible. The
only remaining party is the platform through which the user’s loss was
incurred. Holding platforms responsible for all harms to users may be
ethically unfair to platforms. Conversely, the absence of liability may
have substantial effects on the formation and growth of the industry.®’
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The following subsections divide and classify blockchain fails
according to their nature by identifying the inflicting harms, the parties
involved, and the underlying cause of the harm. Distributed ledgers and
blockchains ‘“share the same conceptual origin and purpose—a
decentralized database or a log of records” and yet, they maintain “a
distinct set of features.”®* Section II.A focuses on broader blockchain fails
relating to the distributed ledger system, while Section I1.B discusses the
blockchain fails that may occur through user and content errors. Both
parts seek to determine whether distinct regulatory frameworks shed light
on formulating a framework for the industry at hand.

A. FAILS: DISTRIBUTED LEDGER TECHNOLOGY

A distributed ledger is “a database that is spread across multiple sites,
countries or institutions.”® Information is recorded and stored in a
continuous ledger, one after another, “rather than sorted into blocks.”%¢
Moreover, a record can only be stored on the ledger when a quorum is
reached by the parties, requiring a greater trust in the ledgers’ operatives
and users.?’

Section A.1 first discusses errors made in virtue of distributed ledger
technology and contemplates the comparison of the technology as a
product and as the rules that regulate corporate operations. Section B.2
then discusses blockchain fails triggered by manipulation of the system—
specifically, the 51 percent attack—which prompted further evaluation of
the technology as a product, discussed in Section A.1, to address the
results of a deceptive, external miner in the system and to determine the
potential implications of product liability and breaching any fiduciary
duties.

1. Software Errors

Suppose a company decides to implement a new software that will
allow the platform to run double the amount of hashing that it currently
does and accordingly, announces the new software update so that users
can prepare for the system update. EOS, a blockchain-based,
decentralized system that enables the development, hosting, and

84.  Back, supra note 14.

85.  DISTRIBUTED LEDGER TECHNOLOGY, supra note 7.
86. Id.at17-18.
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execution of commercial-scale dApps on its platform,®® has a feature that
requires all top twenty-one block producers to blacklist a certain account
for the blacklist to function properly.?® In February 2019, the EOS system
update failed when one of the EOS block producers failed to synchronize
the update with the other block producers.”® As a result, an anonymous
hacker was able to move 2.09 million EOS, the equivalent of $7.7 million,
from a hacked account.’’ EOS responded with a proposal to nullify the
keys of blacklisted accounts instead of providing a veto power to a single
block producer on the main net, which fifteen out of twenty-one block
producers approved.”> There were three parties involved in this
blockchain fail: the platform, the developers, and the users. The
developers created a new software application and the platform attempted
to implement the new software. The users presumably consented to the
software update via a license during their time on the platform.®® This
creates a question as to whether the injured users have some type of
remedy.

a. Distributed Ledger System as a Product

Distributed ledger technology and its updates are software
applications comprised of a variety of codes.”* Software applications are
marketable products that can be created or purchased.”” In a failed update,
the hacked accounts are damaged and no longer viable.”® There is also a
loss of millions of dollars in cryptocurrencies, taken from hacked
accounts.”” Under product liability law, an injured party may seek

88. Shobhit Seth, What is EOS?, INVESTOPEDIA (Feb. 13, 2018),
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damages under product liability when there is “an injury, harm, or damage
due to a defective product.””® The damages must result from “damage to
or loss of the use of property, on account of any defect in any product
which is manufactured, leased, or sold.” Additionally, damages caused
by a defective product render any or all of the parties along the chain of
manufacturing the product liable.!®® The imposition of product liability
may be appropriate since it provides users with a concrete cause of action
to seek remedies for damages incurred while using the platform.!’! In this
instance, the developers are essentially manufacturers and the platform
company is the distributor of the developed software. In the event of
failure, platforms are likely to be liable since they provided the software
application and the update. In addition, any legal cause of action that the
platform company has against the developers could be made in a
subsequent action, where the platform company may receive the proceeds
directly from the developer.

Potential tort liability would require developers and platforms to use
safer distributed ledger technology for platforms and their users.!'??
However, product liability may not apply if the defect occurred during the
installation of the product.'® When a product and its related services are
“integral parts of a transaction,” the distributor or manufacturer must have
actually relinquished control. In such cases, product liability applies to
liabilities that arise “during the subsequent servicing of the product
pursuant to a service agreement,” where “initial delivery, installation,
servicing, and testing” are completed.!* Since the system update is user-
effectuated, the damage may not be caused by a defect of the product, and
is therefore not the fault of the platform or its developers.!® Conversely,
user installation is an obvious component of these products. Blockchain
technology requires decentralized miners to work in the aggregate to
verify and add any new blocks. For example, in a proof-of-work mining
process, miners work in the aggregate to successfully process transactions
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or smart contracts.!’® Developers and platforms of such products would
have to account for these defects in advance to ensure safe technology.
To prevent software update defects, the platform can inform users of the
requirements for a successful installation.'”” However, under the tort of
product liability, platforms would only be liable for injuries resulting
from reasonable, foreseeable risks—provided users are adequately
warned.'”® In the blockchain context, though, adequate warnings may be
difficult to provide, given its intangibility.

The tort of product liability may ensure that platforms employ
blockchain technology that is capable of effectuating secure transactions.
However, it is difficult to say whether permissioned or permissionless
blockchain is the “best technology” from a security or privacy
perspective.'? Alternatively, developers may design around this defect to
avoid liability altogether by creating software updates that do not require
all miners to update software at the same time or design the system to
prevent hacks in the event of an update failure.''® This sort of
technological sophistication would require developers and platforms to
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create advanced technology in accordance to interoperability standards.!!!
One way to achieve interoperable standards is for a private industry
organization open to all companies to adopt a single standard.!!'? Since the
VCA aims to create industry standards, it may be willing to serve as the
standard setting organization (SSO) to set standards for blockchain
technology.''* Moreover, in markets for complementary products,
companies tailor their product to an industry standard.!'*

b. Distributed Ledger System as the Rules and Regulations

In another sense, software applications are not merely products. The
applications’ underlying codes dictate how the distributed ledger
technology will run.!'> The codes control how the platforms operate and
how the users operate. This process is analogous to the process by which
corporations are regulated. A corporation’s by-laws and articles of
incorporation contain the rules and regulations that govern its
operation.!'® The board of directors can amend the by-laws if the
shareholders sign over their rights.!!” In the blockchain industry, the users
essentially waive their rights to management on a decentralized platform.
Similarly, the underlying software (regulations) does not change—rather,
only additional codes (rules) are incorporated.

Ultimately, the board of directors creates and amends the by-laws for
the benefit of the corporation and its shareholders.!'® The director’s
position is significant because directors must act in accordance with their
fiduciary duties to exercise the duty of care in good faith when dealing
with the management of corporate affairs.!'” At a minimum, the duty of
care requires a general understanding of the corporation’s affairs.!?
Similarly, the developers are tasked with creating and updating software
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to fix systemic bugs and to provide greater efficiency, and the platform
strives to provide those software applications to its users.!?! Treating the
software application and its code as the rules and regulations of a
corporation would put more responsibility on the platform and developers
to provide users with more secure and safe transactions. As opposed to
tortious liability, conveying the fiduciary duties owed by the board of
directors of a corporation to the platform and developers of the blockchain
industry may encourage parties to create secure technology that protects
users’ information. In the event that the board of directors breaches its
fiduciary duties, the shareholders may pursue a derivative action, which
cannot limit damages for acts carried out in bad faith.

2. System Manipulation

In a 51 percent attack, miners—which can be individuals or
organizations—gain majority control of the network’s mining power and
prevent new transactions from gaining confirmations, which allows them
to do the equivalent of writing a bad check.'?? On January 5, 2019,
Ethereum Classic was hacked using the 51 percent attack.'?* A single
entity gained control of approximately 60 percent mining power, giving
them the ability to double spend by creating a longer blockchain.!?* The
initial fraud reported was $460,000 and in the following days, the amount
exceeded $1 million in fifteen different transactions.!? It took twenty-
four hours for Coinbase, a prominent cryptocurrency platform, to take
notice.!%6

Traditional payment systems are administered by financial
institutions. These institutions serve as gatekeepers at each end of the
transaction, verifying the availability of funds before disbursing, and vice
versa, to prohibit double spending.'?” Although blockchains are
programmed to impede double-spending, there is no central authority in
unpermissioned distributed ledger systems held responsible if double-
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spending does occur.'?® Requiring the platform to act like a financial
intermediary would not resolve the double-spending issue because
cryptocurrency transactions are enforced through a distributed ledger that
is collectively produced by currency miners.'?

a. Product Liability

The 51 percent attack was unique because the attack was on the
blockchain itself and the blockchain was, in fact, rewritten.!3° Because
blockchains guarantee immutability, the blockchain itself fails in these
instances.!! In other words, the blockchain may have been defective. The
defect would have also certainly caused damage to or loss of the use of
property to its users.!3? In contrast to the implementation of a software
application or an update, users are significantly harmed without having
made any errors.'* The potential liability of platform companies and
developers may be appropriate given that these parties are required to
ensure safe distributed ledger systems for consumers.

On the other hand, product liability for defects caused by attacks on
the blockchain may be unfair to developers and may unduly burden
development.'** The manufacturers and distributors are only liable for
offering a defective product to the general public—i.e., consumers.'?
Liability may not be appropriate in cases of hacks given that the liability
arises during the service of the products.'*¢

b. Breach of Fiduciary Duties

The platform may be viewed as a typical corporation from the
perspective of shareholders. In a corporation, the board must perform
duties of good faith with the degree of care that an ordinarily prudent
person in a like position would use under similar circumstances.'*” In the
blockchain and smart contract industry, the platform is essentially the
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corporation.'*® Although there are no directors or shareholders, the
platform has the developers and programmers.'** The corporation has a
duty to supervise corporate performance and to establish monitoring
systems and must, in good faith, believe that the systems are sound in
design and operation.!*’ Fiduciary duties relevant to our analysis include
the duty to inform shareholders of material changes to the corporation on
a perpetual basis and to act in the interests of the shareholders.'#!

In the 51 percent attack, the duty to provide safe technology was
breached because the technology had already failed. Moreover, the attack
was not completely unanticipated.'*> Cryptocurrency developers had
known similar attacks were possible for a long time due to the increase of
available, cost-efficient mining equipment.'** Moreover, these attacks are
predicted to become more common, as equipment is expected to become
cheaper and therefore, more easily accessible to miners.!* It is also
known that smaller coins like Ethereum Classic, as opposed to major
coins such as “mainline Ethereum,” are inherently vulnerable with an
increasing risk.!*> Because hackers can reap high rewards by attacking
even small cryptocurrencies, smaller cryptocurrencies may need different
encryption algorithms than those employed by bigger ones.!*¢ Bitcoin is
unlikely to be vulnerable to an attack because it has a large enough mining
power to resist 51 percent attacks and uses a chip-specific protocol,
making it less responsive to repurposed equipment.'4’” However, current
cost estimations predict that it would take “just over $520,000 to take
control of the Bitcoin network for a solid hour.”!*8

The fiduciary duty to employ technology in the shareholders’ best
interests may be burdensome on directors since they have to predict
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unknown risks,'** which requires expertise in blockchain technology and
how they operate. A director’s fiduciary duties require her to make
informed decisions."*® In this determination, directors are able to defer
and rely on statements of experts.!>! Platforms may be informed of the
risks associated with the technology by developers—the “informed
players.”!32 The platforms likely require multiple sources of advice.

To address systemic failures of corporations, Congress set forth the
minimum standards for professional conduct for lawyers to prevent fraud
and conspiracy.'” SEC Rule 205 treats attorneys as “gate keepers” and
requires issuers’ attorneys to internally report “evidence of material
violation” of security laws, a material breach of fiduciary duty, or a
similar material violation by the company “that has occurred, is occurring
or is about to occur.”'** The rule’s objective of deterring fraud, protecting
investors, and increasing investors’ confidence in public companies is in
line with the SEC’s objective.!> A reporting requirement may be
appropriate because it would require the platform to monitor its
blockchain and address any material breaches or violations. Moreover, it
took twenty-four hours to notice over $1 million lost in fifteen different
transactions from the 51 percent attack on Ethereum.!*® Under SEC Rule
205, an attorney must first report her findings to the audit committee. If
she believes that an appropriate response was not provided within
reasonable time, the attorney must then report her findings to the board of
directors.!>” Subsequently, the attorney has the discretion to “report out”
to the SEC if the highest authority fails to address a clear violation of the
law and the attorney reasonably believes that the violation is reasonably
certain to result in substantial injury to the issuer.'®
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A developer would not have received feedback from any higher-
ranked groups, specific to the blockchain industry, while an attorney
would be obligated to report the material violation to the company’s chief
legal officer, the audit committee, and the board of directors.!*® At this
point, the attorney has advised the board of directors of the substantial
injury that is reasonably certain to occur to the issuer.!*® If the board of
directors chooses to disregard a clear violation of the law, the issuer and
the board will assume the resulting liability or criminal sanctions.!®! The
legal officer and the directors are professionals who are trained to assess
the issue from an objective point of view.!> These parties are able to
investigate the potential violation, determine the likelihood of substantial
injury, and retroactively correct any violations that may have occurred.!®
Conversely, users do not have comparable expertise or resources
available to them. The requirement to “report out” may not be effective
since most programmers are miners. It would be ineffective to mandate
miners to report such activity to a higher authority because there is no
way to verify whether miners are actually monitoring all activity on the
blockchain.

A platform’s treatment as a corporation may not adequately
encompass the decentralized nature of the parties in the industry.'®* If the
platform’s monitoring system, implemented to ensure a system’s security
measures meet a ‘“good faith standard” monitored performance
accordingly, the users may not be able to recover the losses incurred from
an attack.'®> However, the losses will already have been incurred and the
user will already have been harmed. Because miners are hacking a
distributed ledger system, their identities may not be traceable and there
may not be an appropriate party to attach liability.!®® Even if the platform
comprehensively monitors the blockchain, there may be abnormal
activities that are unrecognizable at first sight.'” While the nature of
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blockchains makes new attacks and the resulting losses inevitable, losses
may be manageable.'®® Although it took twenty-four hours to notice the
51 percent attack, discussed in Section A.2, the majority of the losses were
stolen over a number of days and traced back to fifteen different
transactions. Identifying and reversing just a few of those transactions
could have saved half a million dollars. To reduce the losses incurred from
an attack, the platform would have to institute an exception to the
immutability of blockchains and “write-in” lines of codes to reverse
transactions. Given the control settings of the blockchain, however, the
system would first need to be modified to grant access permission to
certain administrators.

B. FAILS: THE BLOCKCHAIN

A blockchain is “a specific type of distributed ledger.”'® The
blockchain employs a system that hash-links blocks in a sequential chain,
requiring user consensus, and “organizes data in blocks, and updates the
entries using an append-only structure.”'’® As discussed in Part 1.B.1,
blockchains can be distinguished by their actual use. Part II1.B identifies
the harms that may occur in single and multiple use blockchains and
determines the potential implications in light of rules and regulations,
including Generally Accepted Accounting Principles (GAAP), the
Communications Decency Act of 1996 (CDA), and the Securities
Exchange Act of 1934.

Section B.1 first introduces the effect of errors made in content and
contemplates the comparison of a platform’s content and its blockchain
to a financial statement. It further considers the source of the content, the
platform, its operatives, or the users—that is, who creates the content and
uses the available tools. Section B.2 then discusses fraud perpetrated
through content errors, specifically in initial coin offerings, causing
stricter review of content as a service or a tool, under section 230 of the
CDA, and additional considerations on the potential implications of
securities regulation in the blockchain industry.
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1. Content Errors

Suppose two users, X and Y, enter into a smart contract. X performs
but does not receive money from Y, which may be due to a coding error.!”!
In fact, the most common “bug” found in contracts is wrongly-named
constructors.!'”? A constructor is a special function, which runs when the
program starts,!” and must have the same name as the contract.!’
Otherwise, “the contract can be called by anybody” and any user can
become the new owner of the contract and withdraw the money.!” Here,
the users are harmed with the loss of money or information.

As blockchain technology expands, its advocates suggest efficiency
as one of its key advantages.!’® There is no longer a need to receive bank
approval for a financial transaction or to retain an attorney to draft a
contract.!”” By cutting out the middle-man in these transactions, platforms
provide faster transactions and reduced costs. However, there is one
middleman: the programmer.'”® Suppose now that two users agree on a
smart contract agreement. The smart contract comprises contractual terms
found on the platform. However, the contract contains erroneous content.
There are two potential sources of error: (1) the programmer who
provided the dApp for users to build and deploy their own contracts; and
(2) the miners who created and uploaded the content on the network.

a. Blockchains as Financial Statements

The transactions recorded on the blockchain reflect the platform’s
history. The blockchain records transactions, like a receipt. Essentially,
each block is a journal entry'”® that provides complete information with
respect to a transaction.'®® Similarly, each block recorded on the
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blockchain provides the details of the transaction. Journal entries are
recorded in a journal, containing “the data about the transactions that
eventually are incorporated into financial statements.”'®! In the
blockchain industry, no party is liable for the proper identification,
valuation, recording, and disclosure of the events. '

In a traditional setting, accountants prepare financial statements to
inform the public of a company’s financial position in accordance with
GAAP.'™® Since investors rely on these statements to make informed
investment decisions, accountants must carefully prepare a company’s
financial statements to provide an honest and complete disclosure of the
company’s operations.!®* Additionally, financial statements must be
audited by an independent auditor and subsequently affirmed by the
company.'®> An accountant’s error in a financial statement may call for
liability, depending on the scope of the error.'*¢ Accountants may raise an
affirmative due diligence defense to avoid liability and as an expert, the
accountant would be held to GAAP standards.'®” Accordingly,
programming and accounting may not be identical because accountants
may not be liable for errors in the financial statement, so long as GAAP
was followed.!®® In the event that the accountant is not liable for
misstatements made in the financial statement, the injured investors may
seek damages against the issuer and any other party who signed the
registration statement but failed the due diligence test.'®’

In contrast, in the blockchain and smart contract industry, injured
users do not have such remedies available to them. The lost accounts,
money, and/or information inflict direct harm that may not be accounted
for due to the decentralization of users.
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b. Blockchains as Legal Agreements

Certain programmers may be tasked with creating contractual terms
that are provided to smart contract users.'”® These programmers, like
accountants, carefully prepare the code to be used in smart contracts.!!
However, unlike accountants, programmers deal with legal concepts,'*?
as they are required to translate known legal concepts into encrypted
terms that are readily usable in smart contracts—an undertaking
conventionally assumed by a lawyer.'** Because parties are legally bound
by contracts, lawyers are expected to draft contracts with great care and
to inform clients of the rights and obligations entitled to each party.'* In
the event that a lawyer includes a faulty work or fails to accurately convey
the implications of the terms, the client has the right to bring an action for
malpractice.'®® In this regard, a programmer’s role is increasingly relied
upon to provide users with readily usable dApps with accurate
translations of law into code.'”® Even if programmers improved the
accuracy of materials, there are still injuries resulting from users’ failures
to fully understand the legal implications of the contractual terms.!®’
Although current smart contracts are generally straightforward and
unadormned of complex legal terms, platforms may eventually provide
complicated legal materials that may be unintelligible to users.!”
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Currently, requiring programmers to act like accountants and lawyers
may not be advisable because programmers are not regulated, licensed
specialists.'”?

¢. Blockchains as Services or Content

On some platforms, content is created solely by users. The public
network merely provides users with the tools to carry out their individual
endeavors, such as writing and executing a smart contract. However, in
many cases, platforms facilitate programmer or user-generated content. A
closer look reveals that single-use public blockchains essentially resemble
interactive computer services, which are “information service[s],
system[s], or access software provider[s] that provide[] or enable[]
computer access by multiple users to a computer server.”?? For example,
Bitcoin provides one specific function—P2P electronic payments—for
payments and value storage.?’! Under the CDA, providers are given a
broad immunity, limiting third-party content moderation. A multi-use
public blockchain, such as Ethereum, would be considered an information
content provider if it was responsible for the creation or development of
the information provided on the internet.?’> However, Ethereum is an
open-source platform for decentralized applications.?® The creators of the
software make the source code available for anyone to copy or alter.2

Generally, service providers are immune from liability under Section
230 of the CDA as long as they do not contribute to any alleged illegality
and do not develop or create information.?> Alternatively, service
providers may be liable if they compile false or misleading content.?%
Operators who edit user-created content are directly involved in the
alleged illegality; for example, by “transform[ing] an innocent message
into a libelous one.”?” In the context of smart contracts, programmers
who make errors in user transactions transform correct messages into
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wrong or inaccurate records.?’® These edits result in the execution of an
“erroneuous smart contract,” causing the loss of information or money.?”
The characterization of a coding error is unlikely to constitute an
illegality.

2. Fraudulent Content

Suppose a user finds an appealing investment opportunity on a
platform that requests the user to invest a small amount of money for
future profit. In this type of situation, users should be wary of
“honeypots,” which are bugs found in vulnerable contracts, where the
user sends the money but never receives a return.?!’ Here, malicious actors
take advantage of users by appealing to them with the keyword “give.””?!!
Instead of returning the promised profit, the contract keeps the money
sent. Suppose, in another instance, a user decides to invest in an ICO and
deploys a token contract with the associated token sale. The ICO turns out
to be fake and the user ends up losing all associated coins.?'? In fake ICOs,
miners go as far as creating fake profiles and websites to attract and scam
investors.?!3

In a traditional system, parties are better protected against fraud
because financial intermediaries verify the availability of funds before
disbursement. Individuals are generally responsible for their business
decisions. In honeypots and fake ICOs, users’ affirmative decisions
cannot be informed.?'* Users are investing in something that does not
exist.?> With that said, bugs found in vulnerable contracts are
identifiable.?!® However, many users may not be educated in
distinguishing between legitimate and fraudulent investment
opportunities.?!” In addition, the scams reported on EtherscamDB—an
open-source dataset that tracks malicious URLs and their addresses—
amounted to estimated losses of $23 million to scams with confirmed
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addresses, which are addresses associated with scams, traced by a scam
scanner.’'® There are thousands of other scams on EtherscamDB that do
not have confirmed addresses associated with them. Reliable and
comprehensive information on the magnitude of fraudulent activity is
lacking.

a. Communications Decency Act § 230

Under Section 230 of the CDA, providers are given a broad
immunity, limiting third party content moderation, to promote the
constitutional right of free speech to express political opinions and
personal views.?!” Due to the immense volume of activity on websites,
operators are not required to actively investigate all activity.??° Requiring
platforms to actively investigate all activity may be similarly futile.
Blockchains have an immense volume of activity, particularly single-use
public networks. In Bitcoin, for example, a block contains more than 500
transactions.>*!

The imposition of content monitoring may be difficult to enforce due
to the many limitations inherent in blockchains, such as the decentralized
nature of blockchains and its users. Additionally, self-regulated bodies
seek to keep regulations away from the blockchain industry to uphold
decentralization. Likewise, in the internet industry, broad immunity limits
third party content moderation.??> However, even with these persuasive
rationales, internet companies must be able to provide legitimate content.

In HomeAway.com, Inc. v. City of Santa Monica, an ordinance
required platforms to authorize transactions for only those involving
licensed properties.??? The platform argued that the ordinance forced them
to monitor and remove third party content. However, the ordinance did
not “discuss the content of listings that the platforms display” and only
prohibited the processing of transactions for unregistered properties.?**
The “monitoring” of the property registry could not constitute
“publication of third party content” when platforms have no editorial
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control over the registry.??> The platform also argued that the ordinance
contradicted the CDA’s policy to allow internet technology and the
market to expand with minimum interference of federal and state
regulations.??¢

The VCA would likely agree with the platform’s argument to leave
the industry “unfettered by Federal or State regulation.”??” Notably, courts
dismissed arguments that render unlawful conduct to be “magically . . .
lawful when [conducted] online,” to give “online businesses an unfair
advantage over their real-world counterparts.”??® Subjecting IPO issuers
to substantial disclosure requirements while imposing few, if any, on ICO
issuers may give illegitimate ICO issuers an unfair advantage over
traditional issuers.??’ Any attempts to regulate the blockchain industry by
requiring users of ICOs to disclose information to governments and
agencies will be likely viewed as a step away from decentralization.?3°

b. Securities Regulation

Initial offerings are significant in that the public may purchase shares
in a particular company for the first time.*! Issuers—which are legal
entities that develop, register, and sell securities to finance their
operations—are required to register offerings, disclose significant
financial information, and follow stringent disclosure timelines.?*? These
entities are legally responsible for the disclosure of the issue and must
comply with the reporting obligations relating to financial conditions,
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material developments, and other operational activities.?** Disclosures
must include audit reports of financial statements by an independent
auditor.”** Auditors must comply with general auditing standards and
procedures under the purview of the Public Company Accounting
Oversight Board (PCAOB).?3% Issuers are trusted to properly inform
prospective investors given that untrue or misleading disclosures can
result in civil and criminal sanctions.?*¢

In the blockchain industry, financing users of ICOs act like issuers.
Financing users seek investments in initial offerings. Although initially
unclear, most coins generally fall within the scope of securities,?” and
coin offerings are made to the public in the same manner as securities
offerings. The financing user (an issuer) presents platform users (the
public) with the opportunity to purchase (or invest in) coins (securities)
for the first time in an ICO. Unlike issuers, however, financing users are
not faced with stringent disclosure requirements and potential criminal
sanctions.

The absence of disclosure requirements and liabilities may provide
financing users with an unfair advantage over their “real-world
counterparts,” the issuers, due to financing users’ ability to disclose false
information—such as a nonexistent contact—and circumvent the costs
associated with registration and reporting requirements. Because users are
decentralized and unmonitored, it is nearly impossible to distinguish
legitimate financing users from manipulative users who create fake
company profiles to scam users in ICOs. Disclosure requirements may
decrease the number of fake ICOs since fraudulent coin offerings can be
tied to the financing user and allow users to make informed decisions.
Any offering of securities, not including derivatives and futures contracts,
is under the SEC’s jurisdiction. Putting aside disclosure requirements
mandated by SEC regulations, the blockchain industry does not have a
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central authority requiring financing users to disclose information.?*®
Disclosure requirements may be difficult to enforce in the blockchain
industry due to the influence of self-regulating bodies to keep platforms
decentralized. With that said, disclosure requirements have the power to
decrease fraud and promote transparency.

III. PROPOSITIONS FOR REGULATORY FRAMEWORK

Current regulatory approaches do not focus on the combination of
the nature of blockchains, the parties of the industry, and the potential
liabilities of such parties. The blockchain and smart contract industry
requires some degree of centralization to provide parties with protection
and realistic means to seek remedies. This would require a regulatory
framework to impose responsibilities on the parties and to hold such
parties liable in the event of failure. Three focuses were discussed in Part
IT of this Note: the security of utilized technology and an established
system, the accuracy of provided content, and the protection of users.

Secure Technology and Sound Systems. A duty to disclose should be
implemented in order to incentivize platforms and developers to provide
users with safer platforms to engage in activity. The software applications
that developers create and platforms employ is the technology on which
users rely. In sum, blockchains need to provide a safe environment for
users to interact.

Accurate and Honest Content. The programmers’ role in the
blockchain industry is growing, and an ideal regulatory framework would
hold programmers accountable. Programmers should be required to act in
accordance with some sort of heightened duty to provide users with
accurate legal materials and protect any sensitive and valuable
information. Additionally, since smart contracts require the use of legal
knowledge and interpretation, blockchain and smart contract
programmers should be held to a higher standard than ordinary
programmers. Requiring programmers to act in accordance with
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heightened duties would undoubtedly increase the accuracy of content
created on platforms. Although errors cannot be completely eliminated,
users should be aware of platform performance in this regard. Users may
elect to use one platform over another if they are aware of better
performance and minimal errors or fails.

The blockchain industry processes immense volumes of information
that is accessible to millions of users.?*® These users, in turn, either use
such content or rely on such information in making transactional
decisions. Platforms should not be restricted in order to allow some
degree of decentralization to be upheld in the blockchain and smart
contract industry. However, potential liability for platforms should not be
hastily abandoned. Users should be able to seek redress in circumstances
of fraud. Disclosure requirements may be difficult to enforce due to the
interests of self-regulating bodies to keep platforms decentralized.
However, it may be necessary to centralize platforms to reduce
manipulative activities.

Informed and Protected Activity. Users have different levels of
experience and understanding of blockchains and the associated risks.
Activity on platforms should be informed and protected due to the high
risks involved with participating.

A. THE REGULATORY FRAMEWORK: THREE TIERS

1. Tier One: Known Breaches

Users must have confidence that platforms are safe and that content
on platforms is accurate. To encourage such confidence, platforms need
to implement certain control requirements within their operations,
particularly relating to content moderation and authorization. Second,
users must be aware of the risks associated with using a particular
platform. To inform users, platforms need to provide users with complete
and honest disclosures regarding platform performance.

Control Requirements. Platforms need to implement control
requirements that authenticate the accuracy of content. First, platforms
should be required to verify the authenticity of accounts. Financing users
would disclose identifiable information to verify the existence and
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authenticity of ICOs. Although disclosure requirements may be difficult
to enforce due to the interests of self-regulating bodies to keep platforms
decentralized, platform-user collaboration that is amenable to both parties
may be necessary to reduce manipulative activities. In accordance with
the decentralized nature of blockchains, financing users should not be
required to disclose all financial information that would be required in an
ICO. Instead, financing users should be required to disclose at least one
legitimate contact in the company. A requirement to verify the legitimacy
of an ICO can also make platforms more willing to check the content
available. This requirement can make manipulative users less willing to
scam users with fake ICOs.

Creation of IT Specialist Team and Performance Reports. Users
should be informed of the risks involved in using a platform. Informed
users may prefer to use one platform over another and may adjust the
amount of money or information used on a platform when they decide to
use a platform with greater risks. To be completely informed, users must
be aware of platform performance and risks related to platform activity.
Platforms need to provide users with performance reports with pertinent
information regarding the risks associated, such as past performance
statistics and the causes and consequences of risks. To accomplish this,
platforms should establish monitoring systems to continuously oversee
the blockchain and create a team of IT specialists to report abnormal
activities and produce an objective report of platform performance.

Programmers can be instrumental in monitoring systems because
they work closely and frequently with blockchains. They may be able to
detect abnormal activities during the course of carrying out their ordinary
tasks. However, programmers typically work with a limited type of
transactions. Moreover, programmers can be mining-users who
independently participate in transactions. Therefore, a new group of
employed programmers—IT specialists—should deal with the overall
performance of the platform. The team of IT specialists would consist of
highly experienced programmers that support companies by solving
technical problems. They would assess platform performance by working
on ongoing and forward-looking technical problems on the blockchain.
Contrary to the programmers’ duties, IT specialists should not be assigned
to code transactions onto the blockchain. Like auditors, IT specialists
should generally remain independent. Based on these activities, IT
specialists can provide authentic, objective opinions on platform
performance by way of reports. Like audit reports, performance reports
should be a reliable source on which users can base their participation and
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investment decisions. Although this proposition generally takes after the
auditing principles of securities regulation, performance reports would
inform users on platform performance in regard to technology and
content, including the status of platform technology, data relating to
successful and unsuccessful transactions, and overall user-participation
activities. Reporting standards must reflect the content and technology
with regard to the intended audience. Procedures must provide guidelines
for IT specialists to prepare the report and if followed, provide users with
a comprehensible, accurate opinion on a platform’s overall performance.

Designing the reporting standards and procedures would require
expertise in blockchains and law. Blockchain experts, including lawyers,
regulators, and developers could create guidelines for platforms. But this
method does not yield long term improvements to blockchain technology,
its services, or the industry. The industry may benefit from the oversight
of an entity such as the PCAOB. A designated committee could oversee
IT specialists and provide advice and direction. Platforms could bolster
secure services to the public. Performance reports would have the added
benefit of informing developers of the technology’s progress and
providing guidance on technological issues.

2. Tier Two. Suspected Breaches

Tier Two relates to measures following platforms’ duty to monitor
and detect abnormal activities. Users must be informed in circumstances
of suspected breach and offered access to the platform’s prophylactic
practices in order to protect themselves before any actual breaches occur.
Such users would be able to make informed, strategic steps through
breach notification requirements.

Breach Notifications. Platforms need to implement breach
notification requirements to inform users of suspected breaches. The
breach notification requirement must address what information should be
disclosed to users and when such information is to be disclosed. Given
that they are not licensed specialists, like accountants and lawyers, users
should be notified with extreme care.

In the event that programmers suspect abnormal activity, they should
be required to report the activity up the corporate hierarchy. If
programmers become aware of suspicious activity, they should first be
required to report abnormalities to an IT specialist. The IT specialist
should inquire further into the finding and determine whether an attack or
loss has occurred—or is likely to occur. First, reporting out should not be
left to the reporter’s discretion. The programmer has only received
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feedback from the IT specialist. Users cannot be expected to assume
potential liabilities and moreover, do not have deep pockets like issuers.
Second, reporting out to users must only be done after a thorough
investigation and concrete analysis. Users who are notified of a suspected
breach may not comprehend the issue or know how to move forward.
Programmers must determine that there is a clear breach and reasonably
believe that the breach is reasonably certain to result in substantial injury
to users.

The requirement to report out may not be ideal where most
programmers are miners. There is no way to verify whether miners are
actually monitoring activity, and the miners may not be qualified to make
such determinations. However, since platform activity is largely a result
of miners, it may still be favorable to encourage miners to report such
activity to programmers and IT specialists. Miners have incentives to
report such activity since the performance relates to abnormal activities
and manipulative practices.

Write-In Exceptions. In addition to the notification requirements to
prevent breach, platforms should implement corrective actions, the
“write-in exceptions,” to protect users from ensuing harm. Write-in
exceptions are lines of code in a smart contract that allow blockchain
platforms to reverse transactions depending on whether a transacting
party committed a material violation. After determining that there is an
actual, substantial likelihood of injury, platforms should inform users of
the susceptible accounts and should be ready to exercise the write-in
exception in situations where the user was not able to protect the account
or its value in time.

Immutability is a pivotal aspect of blockchain technology. The
technology and the roles of the parties in the industry revolve around this
characteristic: platforms provide services that guarantee the execution of
transactions and contracts; users rely on that guarantee to participate in
secure exchanges; miners help protect the integrity of blockchains by
working on an honor system—the hashing system; parties continue to rely
on blockchain technology, and developers and programmers are
encouraged to develop the technology and its services accordingly. The
continued expansion of the blockchain industry is dependent on the
preservation of blockchain’s immutability. Therefore, the write-in
exception should be exercised only in limited circumstances of certain
material violations, such as system manipulation. In addition, the reversal
of transactions can initiate an uprising in misappropriated funds and
wrongful ownership, and thus, must be employed with extreme care. To
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protect the integrity of blockchains, write-in exceptions need a clear
definition. Platforms may need to qualify IT specialists to track and
remove certain users and to institute write-in exceptions to reverse
transactions depending on materiality. To safeguard the write-in
exception from abusive use, the write-in should be explainable if the
grounds for such actions are questioned in a proceeding. In such
circumstances, the platform should be protected for decisions made in
good faith.

3. Tier Three: Inevitable Breaches

The third tier relates to inevitable breaches, which are breaches that
are bound to happen regardless of whether platforms and users comply
with tier one and two. Users around the world are increasingly relying on
blockchain technology for banking and contracting needs and thus, need
to be protected in the event of a blockchain fail. The regulatory framework
should prioritize the protection of all parties in the blockchain industry.
Although user protection is essential to the continuous growth of the
blockchain industry, platforms need incentives—aside from profits—to
continue experimenting to develop the technology and provide new and
improved services. Given the infancy of the industry and the
unpredictability of the technology in practice, platforms must engage in
risky business ventures to test and develop the technology. To encourage
blockchain development, regulatory development must take these
inevitable aspects into consideration.

The effort to balance liability and encourage shared responsibility
should be viewed in light of the general backdrop of the corporate setting:
investors are free to invest in the corporation of their choice, but bear the
burden of its consequences—good or bad—provided that they were given
the information sufficient to make an informed decision. Once an
informed investment is made, the investing party becomes an investor of
a particular corporation and agrees to abide by the consequences of that
corporation’s past, current, and future decisions. In exchange, the investor
holds rights to dispute the information that the corporation provided and
to challenge the decisions made by the corporation’s board of directors in
a court proceeding for the resulting damages. In a court proceeding, the
investors may challenge the board’s decision on the basis of how that
decision was made. To safeguard the corporation’s board of directors
from frivolous litigation brought by its investors, however, courts defer
to the business judgment of corporate executives. Under the business
judgment rule, the board of directors cannot be held liable for losses
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incurred by investors if the losses resulted from decisions made with
reasonable care.?*” This rule takes into consideration the volatility of the
financial world and pardons losses that may be incurred as a result.

Similarly, any regulatory developments in the blockchain industry
must take into consideration the unpredictability of the technology and
volatility of its application in a platform. Along with the propositions
provided in Tier One and Tier Two, the parties in the blockchain and
smart contract industry should be made aware of the difficulties in
attempting to develop a new technology-based industry. The nature of
blockchain makes new attacks, and the resulting losses, inevitable.
Additionally, parties should understand that with this inevitability come
situations of no liability, where there may not be an appropriate party to
attach liability. For example, users may not be able to recover losses
incurred from attacks if platforms establish systems to monitor platform
performance and maintain system security measures in good faith.
Platforms should not be required to payroll a staff of highly qualified
programmers, perform duties to protect users, and also have to reimburse
for user losses. However, the loss was already incurred, and the user was
already harmed. In these circumstances, protection should be available to
all parties in the industry.

Cyber Insurance Policies. Even if platforms comprehensively
monitor blockchains, there may be abnormal activities that are
unrecognizable at first glance. Accordingly, platform companies should
provide—either personally or via third-party insurers—cyber insurance
policies to their users and require users to purchase cyber insurance before
participating on the platform. Users should be required to purchase cyber
insurance policies providing protection against damages resulting from
threats to electronic data. Such policies will certainly protect users, since
the threats to electronic data can result in stolen or damaged information,
expensive liability, and recovery costs. In an industry with high risks
involved, the significance of insurance coverage should be endorsed.

CONCLUSION

The blockchain industry and its regulatory framework remain in their
infancy and accordingly, their matured forms will be established by
copious methods and numerous trials due to the decentralized nature of
the blockchain industry and its underlying technology. However, the

240. See In re Walt Disney, 906 A.2d 27 (Del. 20006).
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industry should not be burdened to address new circumstances of hacks
and losses. The technology is advancing, and the industry is expected to
maintain—and eventually surpass—its accumulated growth and wealth.
Moreover, the industry has revealed patterns that were, and continue to
be, prevalent in other industries, such as information, securities, and
finance.

By identifying manipulative practices and diligently balancing the
regulatory framework to acquire preferable qualities of neighboring
regulations—or to avoid destructive situations caused by manipulation—
the blockchain industry may discover its own regulatory needs and
hopefully, manage to outwit some of the manipulative games played by
its participants.



